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OPP WARNS PUBLIC ABOUT GRANDPARENT OR EMERGENCY SCAM

(HALDIMAND COUNTY, ON) — Haldimand County OPP continues to warn residence of
the Grandparent / Emergency scam.

On Wednesday December 7", 2011 a 90 year old Haldimand County resident received
a telephone call from a male claiming to be the resident’s grandson. He advised that he
was in court in Quebec and needed $1900 dollars to cover the lawyer’s fee. The
resident told the caller to call his parents. No personal information was released.

The Ontario Provincial Police (OPP), in cooperation with the Canadian Anti-Fraud
Centre (CAFC), is warning people about a variation of the widespread “Emergency
Scam” or “Grandparent Scam”.

Traditionally operating as a telemarketing scam throughout North America, fraudsters
contact potential victims while posing as a family member or friend in urgent need of
cash. Often the scenario involves an accident or arrest, with a request that cash be
sent through a money transfer company, such as Western Union or Money Gram.

In a recent variation of this scam, compromised contact lists from hijacked email
accounts are used to send the potential victim an “urgent” email request for money from
a friend or relative with whom they have a correspondence. Common themes continue
to be hospitalization or imprisonment. The friend or relative is unaware that their
account has been used to send out these requests to everyone on their contact list.

The OPP strongly suggests that anyone, receiving a request for money, takes
measures to verify the requestor’s identity and the veracity of their story. Anyone who
suspects an attempt at victimization is urged to call the CAFC at 888-495-8501.

Formerly known as Phonebusters, the CAFC was established in January 1993 and is
jointly operated by the Royal Canadian Mounted Police, the Ontario Provincial Police
(OPP) and the Competition Bureau Canada.

Visit their website at www.phonebusters.com. Specific information on the “Emergency
Scam” can be found in “List of Scams”.
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